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EMBEDDEL...
BUT EXPOSEL

With more and more operational technology systems becoming
IoT-enabled, the attack surface for cyber-attacks is getting larger.
MICHAEL BARRETT discusses the threats and solutions.

n the world of consumer OVERFLOW
electronics, the internet Many hacks, like the water treatment plant attack, do not

of things (I0T) provides alter the system’s program. The hacker simply usesitas

authorised userswithremoteaccess  would an authorised user, butin a malicious way. Other
toawealth of smartappliances. hacks though change the program with a view to making

Similarly, the industrial it perform in ways for which it was never intended; to
10T (I10T) provides authorised reveal passwords or provide access to other systems, for the restoration of factory settings,
users with access to operational example. includingresetting passwords to
technology (0T); essentially A common form of attackis through a forced memory defaults. Or the hacker can simply
embedded systems used to control (or stack) buffer overflow. These can happen in programs  setanew password. Either way, the
industrial processes. written in low-level languageslike C that allow direct hacker has access to the system.

Without sufficient security memory manipulation. They occur when data is written Equally well, the overflow can
measuresin place, hackers have tomemory reserved for run-time activities (such as be used tointroduce shellcode (see
access to the systems too. And the accepting a password or data from another device) that Figure 2) to give the system new
level of securityisonly as strong as islarger thanintended, and overflows into othermemory  behaviour. This might be toreveal
the weakestlink-the story of data space and overwrites machine code that governs the the password set by the legitimate
being stolen from a Las Vegas casino system’'s behaviour. user of the system. Orit could be
isacasein point; because the access Ifahacker knows how the memory of an embedded toreveal the password the device
point to the network was a smart system isarchitected -andin thisrespectifitis an off- uses to geton to the network and
thermometerin a fish tank. the-shelf product, it can be reverse-engineered to work communicate with other devices.

A morerecenthack, and for that out-then the overflow data can, for example, be The issue with low level
which theft was not the objective, used to overwrite areturn address (see Figure 1) and the languageslike Cand C++isthat
attempted to poison the water supply  system will execute a different part of its program next. they are unbounded. For example,
ofacityin Florida by increasing This mightbe to perform alegitimate function, such as the get(s) functionin C reads data
the levels of sodium hydroxide into a buffer. Butthereisnolimitto
(safeinlow concentrations and the size of that data. Granted, you
added to regulate the water's pH Function Function could add additional code to validate

level) from 100 to11,000ppm.
Theweaklinkin this case was
aninstance of TeamViewer that Return address
had notbeen used for months but
was still on the system. Also, an
officialinvestigation reported that
“...all computers shared the same
password for remote accesses and mechanisms too. These include
appeared to be connected directly declaring some areas of memory
to the Internet withoutany type of Memory layout Memory layout asnon-executable and allowing
firewall protection installed.” before attack after attack memory spaces used during

thelength of such inbound data or
automatically crop it toits expected
New return address length.

Alternatively, you could code
in amore secure language such as
C# orJava. Also, many operating
systems have memory management

Parameters Parameters

Overflow

Base pointer Base pointer
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runtime/execution to be given random locations.

MAKING SECURE

Securing an IoT-enabled embedded system needs

to happen at three levels: the network(s) to which

the system is connected (and they might be wired

or wireless), the system’s software and the system’s
hardware. Of these, a network’s communications
protocols can always be kept up to date with security
patches. Device software (includingits OS] can always
up be updated too, provided there is sufficient memory
space.

System hardware is difficult to update, so a high level
of security needs to be designed in from the very start,
bearingin mind OT embedded systems are expected to
have amuch longer life than consumer products.

Asmentioned, an embedded OS will have a degree
of memory management. Itis responsible for ensuring

@)

Function Function

Parameters Parameters

Return address New return address

Overflow

Base pointer Base pointer

Buffer

Memory layout
before attack

Memory layout
after attack

minimal fragmentation and, if it
isanRTOS, deterministic memory
allocation (malloc) times. However,
notall embedded systems have an
0S, and amemory management unit
(MMU, a hardware component] can
beused.Indeed, even when an 0S
ispresent,an MMU can be used to
augmentits capabilities.

Moreover, there is akind of
stripped-down MMU called a
memory protection unit (MPU).
Alsoimplemented in hardware
and typically within the CPU core,
itallows only privileged software
to allocate memory locations and
assign their properties, such asread
only or read/write depending on
which functionis to have access.
MPU s, for example, presentin
Arm’s Cortex-M family of processor
cores, which are popularin safety
critical applications.

Recentadvancesinmemory
devices such as SSDs are providing
even stronger countermeasures
to cyberthreats. For example,
Singapore-based memory device
OEM Flexxon is claiming to be the
first to market with an embedded
Alcybersecuredrive. The Al
resides in a dedicated co-processor

Overflow attacks can overwrite
return addresses to alter the execution of
the program and, for example, set a new
password or restore the default one. They
can also be used to introduce shellcode.

-0

and firmware that monitors for
cyberthreatsinreal time.

The SSDs are proving popular
with PC and laptop manufactures
(Flexxon has justdone a deal with
Lenovo, for example) because
X-PHY'smachine learning
algorithms observe how the drive
reads and writes data, plusresponds
to other commands, during normal
operation. Ransomware, Zero-day
and other cyberattacks resultin out-
of-the ordinary behaviour, and that
iswhatthe Alislooking for.

Inthe event of such behaviour,
X-PHY locks down all data. It can
even execute a ‘Secure Erase’
function, under which the memory
mapping table and storage blocks are
deleted, and random data is written
tothe SSD, evenif power to the drive
isremoved. And another Flexxon
SSD, popularin the defence sector,
even has a Self-destruct feature. It
burnsoutall the drive’s NAND flash
ICsusinga high voltage.

Anembedded system’s
functionality is defined by its
program and the movement of data,
both of which reside in memory.
Thatis what must be protected.IT
specialists assume that hackers
arealwaystryingtogetin, hence
the frequency with which security
patches areissued for networks,
operating systems and applications;
notably after anew variant of
cyberthreat has been discovered.

Updating hardware, which may
have beenin the field for years, in
response to anewly discovered
cyberthreatisnotsoeasy.Itisalso
noteasy (read unnatural], when
designing a product to interface
with other systems via the IoT, for
designers to assume inbound data
will be anything other than whatis
expected. We're an honest bunch.
However, increasingly, we mustall
operate a Zero Trust policy, if the
IoT-enabled OT embedded systems
we are designingare tobe as
cybersecure as possible. @
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