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most of if not the entire
operating environment of
the DUT.

Test scripts running on a
PC can be used to simulate

The test-driven development of IoT-enabled
products must include hardware in the loop if
designers are to have confidence in their designs.
PETER WRIGLEY explains

communications. There could also

sembedded system
engineerswe’reall up to
speed on the importance

of software-hardware integration
and appreciate that when our
complied code goes to target it will
be the first-time software meets
realhardware.

Where many IoT and particularly
I1oT devices are concerned there is
afarbigger picture to consider. The
devices could be interacting with
severalanalogue and digital signals,
aswell as wired and wireless

be avariety of user interactions,
such asbuttons being pushed, and
dialsbeing turned.
Whetheritisacommercial IoT-
enabled thermostat for a building’s
HVAC system oran IIoT device

needed for controlling an industrial

process, the device's I/0, comms
and otherinterfaces mustall be
exercised as part of the internal

hardware/software integration sign-
off and for verifying that the product

(asawhole) willinteract with the

Test scripts

Drivers
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(services)
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real world as intended.

In the aerospace industry, such verification is
achieved by putting hardware in the loop (HIL)
—-connecting a device under test (DUT) to all the
transducers and comms ports with which it will
interface —and performing a variety of tests. Itisan
expensive and time-consuming activity, but necessary
toassure the DUT's suitability for use in safety-critical
applications.

Interestingly, many IoT OEMs in the UK, Europe
and the US are now voluntarily embracing many of the
design and verification methodologies used in aerospace
to assure top quality. Thisis because competing with
OEMs in the Far East on costis not possible. Their only
recourse is to deliver on quality, while keeping prices
reasonable.

DIY

Thankfully, a HIL test environment can be created using
modern benchtop test and measurement equipment
(TME). For example, a benchtop PSU can be used to
investigate how an IoT DUT handles under-and over-
voltage scenarios. The PSU can also be used to exercise
analogue inputs, and waveform/signal generators can be
used to stimulate the DUT with more complex inputs.

A debugger can be used to access the software stack
and registers to confirm the DUT's programme is seeing
the correctinputs. Andif the stack and registers indicate
the device is meant to be driving an outputin response to
what’s on the inputs this can be confirmed using a DMM.

However, a problem with using instrumentation in
thiswayisthatitisreliant on someone operating the
TMEin a consistent way. Also, some tests might not be
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possible. For example, the DUT
mightneed toreacttoacertain
permutation of inputs that change
in complex ways. Manually, that
ishard todoand repeat. Whatis
needed is tightly controlled and
repeatable automation.

Also, as anyone working in
aerospace will appreciate, data
collectionis key. All stakeholders
need arecord of how the product’s
functionality was verified against
its designrequirements. There
can benodoubtover how the DUT
was exercised or that there was
any possibility of (human) error,
such as misinterpreting results or
mistyping them into a spreadsheet.
Again, automation is the answer.

HOW TO CONTROL

Most modern TME is networkable
through USB or LAN, and drivers are
freely available from most vendors.
This meansitis possible to control
the TME from a PC and to collect
data. Moreover, via a PC, the outputs
from the DUT can be used to govern

whatis then applied
toitsinputs. In other
words, a closed-loop
testenvironment can
be created; and thatis
essentialifthe DUT’s
intended functionality
is tobe verified through HIL
testing.
Wired and wireless
communications need to be part of
that closed loop too, as the device
will be part of a bigger system.
Specifically, the verification needs
toinclude simulated events such as
wireless signals dropping outand
cables being unexpectedly pulled or
damaged (including individual pins
shorting or going open circuit).
Asmentioned, user interactions
need tobe factored in. In this
respect, itis easy todesign and
build an interface board that the
PCdrives and which connects to
(say) the connector on the DUT that
will accept the cable/plug from a
keypad. In this way, the effect of
both valid and invalid key presses

BStock.adobe.com

can be explored. In short, an extremely
comprehensive testenvironment can
be created (See Figure 1).

The inclusion of the debugger can
be used toinject faults to confirm they
are handled correctly. Itcan alsobe
used to confirm that milestone event
functions - such as a call formaintenance

after the sooner of three months or 10,000
operations - take place and for mocking, which
temporarily modifies the system’s code to force certain
behaviour. For example, if the DUT isan IToT that
monitors a very high voltage there might notbe a PSU
within the company capable of producing that voltage.
Mockingisaway of telling the DUT's program to treat
every 1Vinasifitwere 10V, for example.

WIRELESS CHALLENGES

Ifthe IoT/IIoT device is to interface wirelessly with a
mobile phone or tablet, interoperability issues must
be fully explored. Take Bluetooth low energy (BLE),
for example. Those embedding BLE asamodule intoa
product have control over the connection parameters,
one of whichis the connection interval (CI).

It determines the bandwidth assigned during a
BLE session. Both ends of the connection agree how
frequently data can be transferred but the peripheral

device typically has the final say. Inthe caseofa M
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») mobile phone, most of the time
itis the peripheral device as, for
example, itmightbe added to a
car's handsfree phone system
(whichis the central device).

Eitherdevice canrequesta
change to the Cl after itis setbut
itmay notalways be granted. This
isbecause changing the CI can
affect memory use and power
consumption. Also, phone OEMs
are typically constrained by the
radio implementation of the BLE
module vendor. This is normally
opaque to the end user and
transparent to the app developer,
who hasno control over the
parameter.

When designing an IoT product

that will pair with a mobile phone
via BLE, the onusis on the designer
toaccommodate the comms
protocol of the phone. However,
there isno way of knowing exactly
how each phone manufacturer has
implemented BLE (see Figure 2.

Will CIchange requests be
accommodated? And if not, how
might data transfer (bandwidth) be
impacted?

These questions must be
answered. But without access to all
the different mobile phones with
Bluetooth in the world, how does
anyone making a BLE-enabled [oT
device optimise their design and
have complete confidence in its
functionality in all countries in

which the product will be sold?

AsperFigurel,the PC can be used to control a
wireless interface card. For example, BLE drivers are
available from Nordic Semiconductor and costjusta
few pounds, and a Python application to control the
card is freely available.

It will be necessary to create an APItorun on the BLE
driver and one way to do thisis to use ZeroMQ (zmq)
to create push/pull sockets to and from the target. [t
will transfer data in and out of Python. Once the API
isin place it will be possible to run test scripts on the
PC to explore the effects of different Cl intervals when
transferring consistent volumes of data wirelessly and
measuring the transfer times, thus establishing the
bandwidths all possible CIs might offer.

INDEPENDENCE

While the product development, test and verification
scenario described above sounds wonderful thereisa
problem.

The TME and instruments are unlikely to all be from
the same manufacturer, and the drivers will probably be
for different languages. For example, Keysight's OpenTAP
(whichisgreatfor connectinga PC to aninstrument)
favours C# and Nordic's BLE driverisin Python.

Building the test environment shown in Figure
1could be anintegration nightmare. Most software
engineers coding for IoT devices write in C. Can the team
really afford tolearn a variety of different programming
languages?

Analternative, saving a great deal time and money,
istobeindependent of the programming languages of
the instruments, and settle on alanguage thatis close to
C.Inthisrespect, Bermondsey Electronics has already
done the groundwork with its JavaScript integration
verification engine called BELIeVE (See New Electronics
News 19 October 2022).

The company has also already developed test scripts
and an APIforexercising BLE CIs which readers are
welcome to have for free: Simply send an email to
contact@bermondseyelectronics.com with BLE CIin the
subject field.

In summary, a comprehensive closed HIL test
environment can be created, allowing an IoT DUT to
be thoroughly verified and for all corner cases to be
thoroughly investigated.

Buttheicing on the cakeis this: automation
means tests can run unattended overnight and
during weekends, so IoT device verification is greatly
accelerated.

And for product development, colleagues working in
different time zones can target the DUT with new code,
i.e,continuousintegration. @
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